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ABSTRACT

The Performance of Discrete Fourier Transform (DFT)-based watermarking methods has
been carefully examined in the literature. Although the watermark in most of the literature
was embedded in the DFT magnitudes using bit plane embedding, it was recently embedded
in the Direct Current (DC) coefficient in the spatial domain. However, data loss due to
rounding and replacement operations are still evident. Therefore, the objective of the method
proposed here was to combine previous literature designs to implement a reversible DFT-
based watermarking method for image ownership protection using bit plane embedding in
the DC coefficient. The watermark was embedded in a middle bit plane of the DC coefficient
for each DFT-transformed image block. In order to ensure reversibility and improve the
security level, a combination of double Feynman and XOR gates was used to shuffle the
watermark bits. The results revealed that the 8" (PSNR/SSIM = 32dB/0.8826), the 9"
(PSNR/SSIM = 38dB/0.0.9587), and the 10™ (PSNR/SSIM = 44dB/0.9917) bit planes for
block sizes of 4x4, 8§x8, and 16x16, respectively, were the best bit planes showing good
imperceptibility and resistance to compression, filtering, and noise attacks. In conclusion,
embedding the DC coefficients rather than all the magnitudes has influentially increased
the watermarking robustness. In contrast, embedding the DC coefficients in the frequency
domain rather than the spatial domain reduced the image’s structural contents distortion.
Furthermore, the proposed method for
grayscale images is effective in applications
where reversibility is desired. However,
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INTRODUCTION

Protection of intellectual rights has recently become crucial due to the huge amounts of
digital media being increasingly transmitted throughout the internet. Watermarking is one
of the most powerful techniques to protect digital media from intentional or unintentional
tampering behaviors (Feng et al., 2019). It is widely used in applications of ownership
pretensions and confirming copyrights (Luo et al., 2021). Digital watermarking embeds
watermark information in the host media in some way that prevents it from being destroyed
and being matched later with those of the owners (Feng et al., 2019). The basic requirements
that must be taken into consideration in designing a digital watermarking system are
imperceptibility, payload, and robustness, where imperceptibility means the amount of
perceptual effect of an embedded watermark on the quality of the host media, while payload
refers to the amount of information that can be embedded in the host media without affecting
the quality (Qasim et al., 2018). Robustness denotes the ability of a watermarking method
to resist attacks. However, not all watermarking methods can resist all types of attacks. For
instance, fragile watermarking methods cannot resist slight tampering of host media. On
the other hand, robust watermarking methods can resist intentional and malicious attacks.
There are semi-fragile methods that can withstand only unintended attacks, such as noise
attacks and JPEG compression (Menendez-Ortiz et al., 2019). There is a trade-off between
payload and both robustness and imperceptibility. A large payload can be acquired by
compromising either robustness or imperceptibility (Ansari et al., 2018).

In some critical applications, such as medical applications, reversible watermarking
methods are required to restore the original copy of the host media. Indeed, reversible
watermarking methods recover the host media without any loss if the channel is noise-
free. In contrast, a complete recovery of the host media cannot be guaranteed if there are
attacks (Menendez-Ortiz et al., 2019).

Watermarking methods can be divided into three categories according to the extraction
process. Blind extraction does not require additional information other than the secret key
to retrieve the watermark. Non-blind extraction, on the other hand, necessitates both the
watermark and the original media, whereas semi-blind extraction necessitates the watermark
to extract the embedded watermarks (Khalilidan et al., 2020). A watermark is embedded
either in the spatial or frequency domain. In the frequency domain, the most commonly used
transforms are the Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT),
and Discrete Fourier Transform (DFT) (Jimson & Hemachandran, 2018). The performance
of DFT-based digital watermarking methods has been carefully examined in various studies
(Table 1). For instance, Ahmed and Moskowitz (2004) proposed a bit plane embedding
method to embed the watermark in the middle bit plane of the rounded magnitude. This
study found that the 13% bit plane was the optimum plane for embedding. In additional
work, Ahmed and Moskowitz (2006) proposed a semi-reversible method where the bit plane
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(i-1) was replaced with the embedding bit plane (i) prior to the embedding process to
recover the most impact bit plane on image quality during the extraction process.

In another study, Zhu et al. (2007) examined the fragility of the method proposed
by Ahmed and Moskowitz (2004) against malicious attacks. This study found that the
embedding in the 9" bit plane did not resist any unintended or malicious attacks but reserved
good image quality. In contrast, embedding in the 13" bit plane showed good resistance to
JPEG compression; however, it was very fragile against tampering. On the other hand, Su
et al. (2019) embedded the watermarking bits by modifying the pixels of colored image
blocks based on the Direct Current (DC) coefficients, which were calculated in the spatial
domain, and their optimal boundary values. Finally, Zhang et al. (2020) proposed a blind
color image watermarking algorithm in the spatial domain. The embedding strategy in
this study was designed based on the similarity between the values of the DC coefficients
of adjacent blocks.

Table 1
The design of the related DF T-based watermarking method

Host Watermark  Embedding Place of

Method Domain image image technique  embedding Reversibility

Ahmed and Frequenc 512x512 512x512 Bit plane Real Irreversible

Moskowitz (2004) d Y grayscale Binary embedding  magnitudes

Ahmed and Frequenc 512x512 512x512 Bit plane Real Semi-

Moskowitz (2006) d y grayscale Binary embedding magnitudes  reversible

512x512 512x512 Bit plane Real .

Zhu et al. (2007)  Frequency grayscale Binary embedding  magnitudes Irreversible
. 512x512 32x32 Quantization DC .

Su et al. (2019) Spatial RGB RGB technique coefficient Irreversible

Zhang et al. Spatial 512x512 32x32 Quantization DC Irreversible

(2020) p RGB RGB technique coefficient

Previous studies, however, suffered from data loss due to rounding and replacement
operations which made them irreversible. Therefore, the objective of the proposed method
here was to implement a reversible watermarking method. The current method combines
the designs of the abovementioned studies listed in Table 1. It implemented a bit plane
embedding in the DC coefficient in the frequency domain. The watermark was embedded
in a middle bit plane of the DC coefficient for each DFT-transformed image block (Figure
1). In order to ensure reversibility and improve the security level, the proposed method
used a combination of double Feynman and XOR gates to shuffle the watermark bits with
both the secret key and the original bit of the selected bit plane.
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MATERIALS AND METHOD

is
Discrete Fourier Transform (DFT)

DFT is one of the most widely used transforms in the digital watermarking algorithm. For
example, the digital image can be transformed into the DFT domain by Equation 1 below

(Qasim et al., 2018):

N—1M—-1 fux )
F(u,v) = f(x,y)e_jzn Ntw [1]

where M and N are the image dimensions, and f{x,y) is the image’s pixel. DFT coefficients,
F(u, v), are complex numbers. In polar form, the real R(u, v) and imaginary /(u, v) parts
of the coefficients are expressed as the magnitude and phase, which can be computed by

Equations 2 and 3, respectively (Qasim et al., 2018):

|F(u,v)| = [R*(u,v) + I*(u, v)]% [2]

I(u,v

(w,v) = tan™?! [R(u, ”

The phase is more significant than the magnitude since the magnitude includes fewer
pieces of information (Jimson & Hemachandran, 2018). F(0,0) is often called the DC
coefficient, representing the image’s average brightness (Zhang et al., 2020). The Inverse
Discrete Fourier Transform (IDFT) can be computed by the following Equation 4 (Qasim

et al., 2018):
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N-1M-
1 ux v
fy) = 5 Z z F(u, v)e 2" i) [4]

Feynman Gate

The reversible logical gate maps one input to one output without data loss, e.g., NOT
and XOR gates. Feynman gate is a reversible logical gate of two inputs and two outputs.
The first input is the control and the second one is the target. The Feynman gate negates
the target input only if the control input is set. Therefore, it is known as the “Controlled
NOT” gate. The Double Feynman gate comprises two Feynman gates (Figure 2) (Krishna
& Ramesh, 2019).

A 4 X=A
A ’L X=A

B o Y =A®B
B \ Y =A®B A
U

Z=A®C

(a) (b)

Figure 2. (a) Feynman gate (b) Double Feynman gate (Krishna & Ramesh, 2019)

Proposed Method

Embedding Process. The in-detail steps of the embedding process included the following
(Figure 3):

Step-1: The host image /, of size M*xM, was subdivided into non-overlapping blocks of
size NXN.

Step-2: Each block was transformed to the frequency domain using DFT.

Step-3: The original watermark W was shuffled with the secret key K and the selected
middle bit plane BP of the DC coefficient of each block using a combination of
double Feynman and XOR gates. Both W and K were binary images of size M/
NxM/N.

Step-4: Every bit of the shuffled watermark Wy was embedded in the selected middle bit
plane BP of the DC coefficients.

Step-5: IDFT was applied to produce the watermarked image /.
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Figure 3. The embedding process of the proposed method

Extraction Process. The extraction process required the original watermark to extract the
hidden watermark because the proposed method was a semi-blind watermarking method.
The extraction process included the following steps (Figure 4):

Step-1: The watermarked image /,, was subdivided into non-overlapping blocks of size
NXN.

Step-2: Each block was transformed to the frequency domain using DFT.

Step-3: The hidden watermark W was extracted from the selected bit plane of the DC
coefficients of each block.

Step-4: The original watermark W was re-initialized using the secret key K, such that Wy
= WPK.

Step-5: W, was passed to XOR gate along with Wy;.
Step-6: The result of Step 5 was passed to XOR twice with the following:

1st. The original watermark W to recover the original bit plane of the DC
coefficient, replaced by those of each block.
2nd. The recovered bit plane of the DC coefficient to extract the watermark.

Step-7: The magnitude and the unchanged phase were passed to IDFT to recover an
identical copy of the host image.
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Figure 4. The extraction process of the proposed method

Analysis of the Performance

Several metrics can ensure that the digital watermarking methods achieve the most
important requirements of secure watermarking. Peak Signal-to-Noise Ratio (PSNR) is the
most widely measure used to test the method’s imperceptibility. PSNR can be computed
according to the following Equation 5 (Qasim et al., 2018):

MAX}?
MSE

PSNR(I,1,,) = 10 X log;, [5]

where [ and /w are the host and watermarked images, respectively. MAX denotes the value of
the maximum sample, and MSE, the Mean Square Error (Equation 6) (Qasim et al., 2018):

M—-1N-1

1
MSEQL L) = 7= >° > (G = hy()? (6]
i=0 j=0

The main component of PSNR is the squared error values that refer to the difference
between the co-located pixel values. The accepted value of PSNR is greater than 30 dB
(Setiadi, 2021). When the two images are identical, the value of the corresponding PSNR
is infinite. Accordingly, the value of PSNR must be sufficiently large to assert that the
watermarking methods are imperceptible (Begum & Uddin, 2021). Structural Similarity
Index (SSIM) is a more recent measurement than PSNR that measures the similarity
between two images based on the luminance, contrast, and correlation coefficients (Setiadi,
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2021). The SSIM between the host image / and the watermarked image /; can be computed
as the following Equation 7 (Qasim et al., 2018):

(Zu,u,w + cl)(Zcov +c;)
(12 + i, + ¢ )(o? + af + c;)

where u, o, and cov are the mean, standard deviations, and covariance, which

[7]

SSIM (1, 1,,) =

measure the luminance, the contrast, and the structure, respectively.
¢;=(0.01L)* and ¢, = (0.03L)* where L= 25-1.

The value of SSIM is between -1 and 1 (Qasim et al., 2018), where one is for the
structurally identical images. Therefore, the closer the SSIM value is to 1, the more
imperceptibility is (Begum & Uddin, 2021).

Normalized Cross-Correlation (NCC) was used to evaluate the robustness of the
watermarking method. First, it is computed between the extracted watermark " and the
original watermark  according to the following Equation 8 (Su et al., 2019):

L 2 W3EDW'(E))

NCC =
\/Eﬁil W) JZ?L L WD

[8]

where M and N are the image dimension (Su et al., 2019). The optimal value of NCC is 1.
Thus, the closer the NCC value to the optimal value, the more robust the method is (Begum
& Uddin, 2021). On the other hand, Accuracy Ratio (AR) is the ratio of the correctly
extracted bits C, to the original watermark bits &,. It can be computed as the following
Equation 9 (Qasim et al., 2018):

AR - Cb/Nb [9]

RESULT AND DISCUSSION

Inclusive experiments have been performed using MATLAB to evaluate the performance
of the proposed method. These experiments have been conducted on a set of both colored
and grayscale standard images of size 512 x 512 as host images and a binary image of
size 512/N x 512/N as a watermark image where N = {4, 8, 16}. N also represents the
dimension of the host image’s squared blocks (Figure 5). Because the image’s blocks are
square, N will be used throughout the rest of this paper to represent block size.

The strategy of the experiments included the following sequential steps:

1. Investigate the appropriate bit planes for embedding for each block size.
2. Investigate the suitable block size among those blocks.
3. Compare the proposed method to other related works.
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(b)

Figure 5. The dataset used in the experiments (a) the host images (b) the watermark image

Experiments on Grayscale Images

The grayscale image of “Lena.bmp” was used to investigate the appropriate bit plane
for embedding to fulfill the requirements of digital watermarking methods and achieve

reversibility. The experiments were performed for N = {4, 8, 16} and BP = {4,

L15).

PSNR and SSIM were computed between the original and watermarked images to measure
the imperceptibility. Furthermore, they were computed again between the original and
recovered host images to check the reversibility (Figures 6 & 7). The NCC and AR were
calculated for the same N and BP values to assess the robustness (Figure 8).
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Figure 6. The PSNR of the proposed method uses different bit planes BP and block size N of the grayscale

image of "Lena.bmp"
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Figure 7. The SSIM of the proposed method uses different bit planes BP and block size N of the grayscale
image of “Lena.bmp”
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Figure 8. The robustness of the proposed method using different bit planes BP and block size N of the non-
attacked grayscale image of “Lena.bmp”

Equation 10 represents the relationship between block size N and the bit plane BP.

BP; = BP; + 2 x (log,(N;) —log,(N))) [10]

According to Equation 10, the difference between the original and the watermarked
images was almost constant for different N values. The PSNR in the case of embedding in
BP =6 for N = 8 was almost the same as the PSNR of embedding in BP =4 and BP = § for
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N=4 and N=16, respectively. However, this relationship did not apply clearly to the values
of SSIM. Figures 6, 7, and 8 show that, for each value of V, there is a set of bit planes BP
that fulfills good imperceptibility (PSNR > 32 dB) and reversibility (PSNR = Inf) as well
as full robustness when no attacks (NCC = 1). These sets were BP= {5, 6, 7, 8}, BP = {7,
8,9,10}, and BP = {9, 10, 11 ,12} for N=4, N=8, and N=16, respectively. Accordingly,
further tests have been performed to decide the embedding bit plane among those ranges
that could achieve the highest robustness against JPEG compression 50%, filtering attack
(Median filter 3 x 3, and Low pass filter 3 x 3), and noise attack (Gaussian noise, Poisson
noise, Salt & pepper noise, and Speckle noise) (Figures 9, 10, & 11).
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Figure 9. The robustness of the proposed method against JPEG compression 50% using the grayscale image
of “Lena.bmp”

Figures 9, 10, and 11 show that the greater the value of BP, the lower the imperceptibility
(Figure 12) but the higher the resistance to attacks conversely (Table 2). Therefore, the
appropriate bit planes are BP=8, BP=9, and BP= 10 for N =4, N =8, and N=16, respectively.
However, the embedding in bit plane BP =9 in the case of N = § could be considered a suitable
choice that fulfills the tradeoff between the basic digital watermarking requirements. Finally,
it is worth noting that the payloads of the proposed method are 0.0625 bit/pixel, 0.0156 bit/
pixel, and 0.0039 bit/pixel for N =4, N =8, and N = 16, respectively.

Additional grayscale images were used to test the efficiency of the proposed method in
the case of embedding in the bit plane BP =9 for block size N = § (Table 3).
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BP =7, N=4, BP = 8, N=4, BP =9, N=8§,
PSNR/SSIM= 38.371/0.8786 PSNR/SSIM= 32.3504/0.7743 PSNR/SSIM=38.371/0.9191

Figure 12. The imperceptibility of the proposed method using the grayscale image of “Lena.bmp”
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BP =10, N=8, BP = 10, N=16, BP =11, N=16,
PSNR/SSIM= 323504/ 0.8248 PSNR/SSIM=44.1942/ 0.9837 PSNR/SSIM= 38.1736/ 0.9534

Figure 12. (Continue)

Table 2
The NCC/AR of the proposed method on the attacked grayscale image of “Lena.bmp”
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The efficiency of the proposed method in the case of embedding in bit planes BP =9
and BP =13 for N = 8 was compared with the bit plane embedding method proposed by
Ahmed & Moskowitz (2004) (Figure 13). Despite the high capacity and imperceptibility
of the method proposed by Ahmed and Moskowitz (2004), which involved all the
magnitudes in the embedding process, it showed low robustness compared to the current
method. The proposed method utilized only the DC coefficients in the embedding.
Furthermore, according to the proposed method, embedding in the 9" bit plane showed
higher imperceptibility and robustness than the embedding in the 13" bit plane, according
to Ahmed and Moskowitz (2004).

pavioad (i/pixe) o

Robustness against median filter (3x3)-NCC

Robustness against gaussian noise 0.001-NCC

13

Robustness against JPEG compression 95%-NCC

Robustness against JPEG compression 40%-ncc [ SETE NI S

BP

SSIM
PSNR

Robustness against gaussian noise 0.001-NCC

Robustness against JPEG compression 95%-Nce 0BG G5hcs

BP=9

Robustness against JPEG compression 40%-NCC
SSIM
PSNR

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m The proposed method m Method of Ahmed & Moskowitz (2004)

Figure 13. The comparison between the proposed method and the method of Ahmed and Moskowitz (2004)

Experiments on Colored Images

For the colored images, the same steps of the proposed method were carried out on the
luminance components (Y) after converting the host image into YUV color space. The
previous experiments were performed again on the colored image of “Lena.bmp” to
investigate the appropriate bit planes for embedding (Figures 14, 15, & 16). It should be
pointed out that the PSNR of the colored images was computed for only the luminance
channel.

Figures 14 and 15 show that reversibility was not achieved for the colored images using
the embedding into any bit plane (PSNR # Inf) regardless of the block size despite the high
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corresponding SSIM values. However, the set of bit planes that fulfill good imperceptibility

and some levels of robustness (Figure 16) were BP = {5, 6, 7, 8}, BP = {7, §, 9, 10}, BP
={9, 10, 11, 12} for N=4, N =&, and N = 16, respectively.
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Figure 14. The PSNR of the proposed method using different bit planes BP and block size N of the colored
image of “Lena.bmp”
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Figure 15. The SSIM of the proposed method using different bit planes BP and block size N of the colored
image of “Lena.bmp”
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mBP=4 mBP=5 mBP=6 mBP=7 mBP=8 mBP=9 mBP=10 mBP=11 mBP=12 mBP=13 mBP=14
1::000 1ooco 1110:, 11100 11;.:;5 qilaoo,\

0.945
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0.9427
0.9537

0.8781

N=4 N=8 N=16

Figure 16. The robustness of the proposed method using different bit planes BP and block size N of the non-
attacked colored image of “lena.bmp”

I 0.9211

Figures 17, 18, and 19 show the robustness of the proposed method against attacks. In
addition, Figures 17, 18, and 19 reveal that the bit planes BP =8, PB=9, BP =10 for N =
4,N =8, and N = 16, respectively, could be used for semi-fragile watermarking depending
on the system requirement (Table 4) (Figure 20).
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Figure 17. The robustness of the proposed method against JPEG compression 50% using the colored image
of “Lena.bmp”
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Figure 18. The robustness of the proposed method against filtering attacks using the colored image of “Lena.
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Figure 19. The robustness of the proposed method against noise attacks using the colored image of “Lena.bmp”
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Table 4
The NCC/AR of the proposed method on the attacked colored image of “Lena.bmp”
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BP =7, N=4, BP = 8, N=4, BP =9, N=8,
PSNR/SSIM= 38.2767/0.9975 PSNR/SSIM= 32.2592/0.991 PSNR/SSIM= 38.2769/0.9983

BP =10, N=8, BP = 10, N=16, BP =11, N=16,
PSNR/SSIM= 32.2589/0.9939 PSNR/SSIM=44.0996/0.9997 PSNR/SSIM= 38.0798/0.9989

Figure 20. The imperceptibility of the proposed method using the colored image of “Lena.bmp”

Additional colored images were used to test embedding efficiency in the bit plane BP
=9 for block size N = 8 (Table 5).

The efficiency of the proposed method was compared with both methods of Zhang
et al. (2020) and Su et al. (2019) (Figure 21). In this comparison, the embedding was
performed on the colored image of “Lena.bmp” in RGB color space. The watermark was
embedded in the DC coefficients of red, green, and blue components in the bit plane BP
= 8, and BP=10 for block sizes N = 4, and N = 8, respectively. Despite the high PSNR
of Zhang et al. (2020) and Su et al. (2019), the proposed method outperformed these two
methods in terms of SSIM values regardless of the payload. It means that the distortion in
the structural contents of the image due to embedding was less in the currently proposed
method. Figure 21 shows that both Zhang et al. (2020) and Su et al. (2019) methods were
more robust against JPEG compression. In contrast, the level of robustness against salt &
pepper noise was very close in all the methods, despite the high payload of the proposed
method in the case of N =4, which reached double the payload of both Zhang et al. (2020)
and Su et al. (2019) methods. On the other hand, the robustness of the median filter was
less robust in the proposed method when N = 4.
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® The proposed method, N=4, BP=8 ® The proposed method, N=8, BP=10

H Method of Su et al. (2019) ® Method of Zhang et al. (2020)

Payload (bit/pixe))  GIOGZA OSSN O30

Robustness against median filter (3x3)-NCC
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Robustness against JPEG compression 70%-NCC
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Figure 21. The comparison between the proposed method and the methods of Zhang et al. (2020) and Su et
al. (2019)

CONCLUSION

This paper proposed a semi-fragile, semi-blind watermarking method for image ownership
protection. The watermark was embedded in a middle bit plane of the DC coefficients
of the DFT magnitudes. The proposed method used a combination of double Feynman
and XOR reversible gates to shuffle the watermark with the secret key and original bit
plane of the DC coefficients to improve the security level and ensure reversibility. The
experimental results on grayscale and colored images show that the greater the bit plane
of DC coefficients, the more robust but less imperceptible the watermarking method is.
However, the best bit planes used for semi-fragile embedding were BP =8, PB=9, BP =
10 for block sizes N =4, N =&, and N = 16, respectively. Compared to related works, it
was discovered that utilizing only the DC coefficients rather than all the DFT magnitudes
has a significant impact on increasing robustness. In addition, embedding a watermark
in the DC coefficients in the frequency domain rather than the spatial domain reduces
the structural content’s distortion of the image. Furthermore, the proposed method using
grayscale images is particularly effective in applications where reversibility is desired.
However, further studies are recommended to find a reversible embedding method for
colored images.
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